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CONG AN HUYEN THANH MIEN DPic 1p — Ty do~ Hanh phiic
$6: 705 /TB-CATM Thanh Mién, ngay 2+ thing 4 niim 2023
V/v canh bao nguy co tin cong
tir chdi dich vu véi mang méy tinh

Kinh gtri: - Bci)ng chi Truéng céc ban, nganh cia huyén;
- Pong chi Chi tich UBND céc x4, thj tran;
- Céc doanh nghiép, ngin hing trén dja ban huyén.

Qua trao ddi v6i Phong An ninh mang va phéng, chong i pham sir dung
cong nghé cao - Cong an tinh Hii Duong, cin cir két qua nim tinh hinh, thyc
hién dam béo an ninh, an todn thong tin mang, Céng an huyén théng tin, canh
béo nguy co mAt an todn an ninh mang v& nguy co tan cdng tir chéi dich vy véi
mang mdy tinh (DoS va DDoS) nhu sau:

1. Tn céng tir chéi dich vu DoS (Denial of Service - tir chdi dich vy) 12
viéc thn cong nhim lam sgp mét may chii hojc mang, khién ngudi ding khéc
khong thé truy cap vao may chimang d6. Bing céch g nhiéu yéu ciu hofic
thong tin c6 thé kich hoat sy c6 dén may chi, hé thng hodic mang muyc tiéu,
DoS khién ngudi ding (gdm nhén vién, thanh vién, chi tai khoan) khong thé
truy cap dich vy, tai nguyén mong doi. Tén cong DoS thudng nhim t6i may chi
web cta cic td chirc nhu ngén hang, doanh nghiép, céc trang bdo, mang x4 hoi...
tham chi c6 thé sir dung thw rac dé thye hién céc tan cong tuong ty véi tii khoan
email c4 nhan, Tai khoan email ciia co quan hay ding dich vy mién phi nhu
Gmail vin bj gi6i han s& lugng dit lidu trong tai khoan. Bing céch giri nhiéu
email dén tai khoan email ¢4 nhin/co quan, DoS c6 thé 1am ddy hom thir dén va
ngin chin nhén cic email khac.

Tén c6ng DDoS (Distributed Denial of Service - tir chéi djch vy phan tén)
13 m{t dang tin cong server chira website, gdy can kit tai nguyén hé théng may
chd, ngép luu lugng bing thdng internet va 1am gidn doan két nbi ngudi ding.
Khi DDoS c6 thé sit dung may tinh ciia mt c4 nhan dé tin cong vao céc miy
tinh khic. Biing cach 1¢i dung nhiing 18 hong vé bao mét cling nhur sy thiéu hiéu
biét, DDoS c6 thé chiém quyén diéu khién méy tinh cd nhén va sit dung may
tinh nay d& guri sé lugng 16n dit lidu dén mdt website hofic giri thu rac dén dia
chi email nao dé. D4y 13 kidu tAn cong phén tén Vi st dyng nhiéu méy tinh, bao
gdm c4 méy tinh c4 nhan @& thyc hién tin céng DoS.

DDoS ngay cing manh va tinh vi v6i ba logi tan cong: Volume-based (St
dung luwu lugng truy cip cao d 1am tran ngdp bing thong mang); Protocol (Tap
trung vao viéc khai thic céc tai nguyén may chit); Application (Tép trung vao
céc (mg dyng web - diy dugc xem 14 loai tin cdng tinh vi va nghiém trong nhét).

2. Céc cude tin cdng DoS, DDoS dugce thyc hién véi mang cac may két
néi Internet. Bidu hién 15 nhit ctia cude tAn cong tir chdi dich vu 13 mdt trang
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web hojc dich vy d6t nhién tré nén chim chap hogc khéng kha dung, Mot sb
biu hién khéc;

+'Ih1,rcthimangchémm6t®hld16ngbh1hﬂ1ubng(mc’rﬁlehaymlycépwebsite).

+ Khéng vio dugc website van thudng xem.

+ Khéng thé truy cap dén bt ky mt website nao.

+ 86 luong thu réc ting mot cach dot bién trong tai khoan.

+ Luu lugng truy cfp ding ngd bét ngudn tir mét dja chi IP hoac dai
IP/m§t lugng 1én hru lugng truy cdp tir nhitng ngudi ding chia sé mot profile
hanh vi, ching han nhu loai thit bj, vj trf dja Iy hodic phién ban trinh duyét web.

+ Céc mau hru lugng truy c¢ép ky la, vi dy nhu ting d6t bién vio céc gidr
cy thé trong ngdy hojc c6 vé khong tyr nhién.

3. Céc kiéu tén cdng tir chéi dich vy phd bién hién nay:

SYN Flood: khai thic diém yéu trong chudi két ni TCP, dugc goi 13 bit
tay ba chiéu, Maéy chi s& nhin dugc mot thong diép ddng bd (SYN) dé bét diu
"bét tay". My chii nhén tin nhin biing céch giri ciy b4o nhan (ACK) t6i may luu
trit ban ddu, sau d6 déng két néi. Tuy nhién, trong mét SYN Flood, tin nhén gi4
mgo duge g di va két ndi khong déng, din dén dich vy sap.

UDP Flood: nhim dén céc cdng nghu nhién trén mdy tinh hojic mang véi
cac gbi tin UDP. M4y chii kiém tra tng dung tai cdc cdng d6 nhung khong tim
thdy img dung nio.

HTTP Flood: gin gibng nhu céc yéu ciu GET hodc POST hop phép
dugc khai thic bdi mét hacker, sir dung it bing théng hon c4c loai tin cong khac
nhung né ¢6 thé buge méy cha sir dung céc ngudn Iy téi da.

Ping of Death: diéu khién c4c giao thirc IP bing céch giri nhitng doan ma
déc dén mét hé théng, |

Smurf Attack: khai thic giao thirc Internet (IP) va ICMP (Internet
Control Message Protocol) st dung mdt chuong trinh phdn mém déc hai goi 13
smurf. Né gia mao mét dja chi IP va st dung ICMP, sau d6 ping céc dja chi IP
trén mét mang nhét dinh.

Fraggle Attack: st dung mjt lwong 16n Iuu lugng UDP vao mang phit
séng cta router. N6 giéng nhu mét cude tAn cong Smurf, sir dyung UDP nhiéu
hon 13 ICMP.

Slowloris: str dyng ngudn lyc téi thidu trong mét cude thn cong va céc
myc tiéu trén mdy chii web. Khi d3 két ndi véi muyc tiéu mong muédn, Slowloris
giit lién két 46 mo cang lau cang t6t véi HTTP tran ngép.

Application Level Attacks: khai théc 15 héng trong céc émg dung. Muc
tiéu ctia logi tAn cdng niy khéng phai I2 toan b4 mdy chii, ma 14 cdc tmg dyng
v&i nhimg diém yéu duge bidt dén.

NTP Amplification: khai thic cdc mdy chit NTP (Network Time
Protocol), mét giao thirc duge sir dung d¢ déng bo thoi gian mang, 1dm tran
ngép luu lugng UDP. Day 1a reflection attack bj khuéch dai. Trong reflection
attack bit ky nao ddu s& c6 phén hdi tir miy chii dén IP gid mao, khi bj khuéch
dai, thi phan héi tir may chu s& khong con tuong ximg véi yéu ciu ban diu. Vi
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sir dung bing thong 16n khi bi DDoS nén loai tAn cong nay cé tinh pha hoai va
volumne cao.

Advanced Persistent DoS (APDoS): sir dung nhiéu kidu t4n cong duge
d& cip trude d6 (HTTP Flood, SYN Flood...) va thudng nhdm tin cong theo
kidu giri hang triéu yéu cAu/gidy. Céc cudc thn cong clia APDoS c6 thé kéo dai
hing tudin, phy thudc vao kha ning ciia hacker dé chuyén dbi céc chién thudt bat
¢t lic nio va tao ra sy da dang d& tranh céc bao vé an ninh.

Zero-day DDoS Attacks: phuong phép tdn céng DDoS méi, khai thic
céc 16 hdng chua dugc vi.

HTTP GET: Kiéu tdn c6ng niy s& nhim vao 16p thir 7 trong md hinh
OSI. Pay 1 16p ¢6 luu lugng mang cao nhit, thay vi hudéng vio 16p thir 3
thuémg dugc chon 1am muyc tiéu trong cac cudc tin céng Bulk Volumetric.
HTTP GET khai thic quy trinh ciia mét trinh duyét web hofic ing dung HTTP
nio d6 va yéu cdu mét tmg dung hojic mdy chi cho mdi yéu cdu HTTP, 46 13
GET ho3c POST.

4. C4c cudc thn cong tir chéi dich vu ngdy cang phd bién va thudng dién
ra &m thim, song ciing nhanh chéng gy hai véi mang may tinh néu khong dugc
ngn chin, xit Iy kip thoi. Nhim dim bao an toan théng tin cho h§ théng thong
tin cdc co quan, don vj, doanh nghiép, ddng thai chi dong ddm bio an ninh
mang, Cong an huyén d& nghj cic co quan, ban nganh, doanh nghi¢p, UBND
céc x4, thj trin trén dja ban huyén chi dong thyc hi¢n:

+ Cai d3t va duy tri phdn mém chdng virus. Cai 43t tudng lira va cAu hinh
né6 dé gi6i han luu hugng dén va di tir may tinh ca nhan.

+ Lam theo cac hudng din thyc hanh an toan v& phan phéi dia chi email.
Diing céc b loc email d& quan 1y luu lugng khéng mong mubn.

+ Quét mang thudmg xuyén va theo ddi luu lugng véi céc canh béo. Néu nhin
thAy nhimg vén d& xay ra trén m4y tinh, lién h¢ v6i nha cung cép dich vy (ISP).

+ Kiém tra va ning cao bio mit cia trang web, fanpage, tai khoan quan
trj vién, ngudi kiém duyét c6 lién quan.

+ Lam sach dit lidu, thudng xuyén bio tri hé thong cung cap dich vu
mang internet, may tinh va cic thiét bj lién quan (méy quét, mdy in...) dé& hoat
déng an toan, hi¢u qua.

Vay Cdng an huyén thong bao @& céc ddng chi nim duge, chi dong cong
téc bao dam an toan thong tin mang tai co quan, don vi./

Noi nhiin:
= Nhtr trén;
- B/c Bi thu Huyén 1y;

- P/c Chi tich UBND huyén;
- D/c Giam dbc CAT (qua PAOS);

(Dd béo céo)
- Luu: B§i AN.







